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Warsop Parish Council is committed to protecting the privacy and security of personal data processed by the Council. Our policy outlines our approach to compliance with the General Data Protection Regulation (GDPR) and other relevant data protection legislation.

Personal data includes:
· Names and addresses
· Telephone numbers
· Email addresses
· IP addresses

The following measures are recommended to help councillors and staff comply with GDPR:

	Action
	Noted ✓

	For communications, use the separate email account for parish council correspondence. 
	

	Ensure that all devices (computers, laptops, phones) are password protected
	

	Do not forward on emails or email threads as they may contain personal data
	

	Delete emails from members of public when query has been dealt with and there is no need to keep it
	

	Do not click on links from third party email accounts. Find the website directly instead. 
	

	Copy and paste information from an email if you want to pass it on, rather than forwarding on an email or remove the email address and sensitive information
	

	Where possible, direct all correspondence to the clerk who can obtain the necessary consent
	

	Use blind copy (bcc) to send emails to people outside the council, particularly but not exclusively groups. 
	

	Do not share contact details for people without their written permission
	

	If a councillor has to hold any information containing personal data on behalf of the Parish Council, it needs to be stored securely in a locked room or cabinet or if on a PC, in an encrypted password protected folder/account.
	

	Ensure that sensitive data is not left carelessly for others to find
	

	Make sure your antivirus software and operating system is up-to-date regularly 
	

	Make sure your computer’s firewall is turned on
	

	Inform the Parish Clerk of any breaches within 48 hours of the breach happening. 
	



I confirm that I have read the information above and understand my responsibility as a parish councillor for protecting personal data.

Name:     ____________________


Signed:   ____________________                               Date:____________________
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